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SECNAV INSTRUCTION 5520.4B

DEPARTMENT OF THE NAVY SECNAVINST 5520.4B
Office of the Secretary 0P”09N

Washington, DC 20350-1000 2 August1989

From:
To:

Subj:

Ref:

Encl:

Secretary of the Navy
All Ships and Stations

DEPARTMENT OF THE NAVY
POLYGRAPH PROGRAM

(a) SECNAVINST 5520.3
(b) DOD Directive S-5105.29 of

7 Dec 84 (NOTAL)
(c) DOD Directive 5400.11 of

9 Jun 82 (NOTAL)
(d) SECNAVINST 5211.5C

(1) DOD Directive 5210.48 of
24 Dec 84

(2) DOD Regulation 521 O.48-R
of 9 Jan 85

1. Purpose. To set forth conditions under
which polygraph examinations may be conducted
within the Department of Defense (DOD) and
the requirements for the selection, training and
supervision of polygraph examiners.

2. Cancellation. SECNAVINST 5520.4A.

3. Background. Enclosures (1) and (2) provide
revisions in the governing DOD Directive
pertaining to the DOD Polygraph Program.
Implementation of the revisions establishes

authority for polygraph screening of DOD
personnel while recognizing the Naval
Investigative Service Command (NISC) as the
executive agent for Department of the Navy
(DON) polygraph matters.

>
4. Applicability

a. This instruction applies to all DON
components.

b. No polygraph examination may be
requested, authorized or administered by any

DON official except under the provisions of
enclosures (1) and (2) and this instruction.

c. This instruction does not apply to DON
personnel under investigation by other federal,
state or local agencies for an offense within their
jurisdiction.

d. This instruction does not apply to poly-
graph programs of other federal departments (A
or agencies to which DON personnel may be
assigned, other than to require that their
application to persons covered by this instruction
be in compliance with paragraph 9 below,

paragraphs D7 and D13 of enclosure (1) and
enclosure (2).

5. General

a. Within the DON, only the Naval Inves- (R
tigative Service (NIS), the investigative arm of
the NISC; the United States Marine Corps
(USMC) Law Enforcement Branch, Criminal
Investigations Division (CID) and Counter-
intelligence (CI) Branch, Intelligence Division,
are authorized to conduct polygraph exami-
nations. Use of the polygraph by LTSMC (CID) is
limited to those matters within its jurisdiction
under the provisions of reference (a). Use of the

polygraph by USMC (CI) is limited to overseas
environments during combat situations under the
provisions of reference (b) and during assign-
ment with NIS for training under paragraph 5b
of this instruction, Except as specified here, all
counterintelligence, counterespionage, access
eligibility and information security related
polygraph examinations will be conducted by
the NIS.

b. To ensure and maintain USMC (CI) (A

polygraph examiner qualifications for those
combat-related contingencies set forth above,
USMC (CI) examiners may be assigned to NIS
for continuous counterintelligence/counter-

espionage training and operational experience.
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6. Delegation of Authority to Approve
Polygraph Examinations. The authority to

approve polygraph examinations wthin the DON
is delegated to:

a. Director, NIS or his designees.

R) b. Commandant of the Marine Corps or his
designees concerning those matters falling within
the scope of their delineated jurisdiction.

A) c. Approval will be granted at the discretion
of the Commandant or Director, as appropriate,
or, if granted by designees, under such regu-
lations and guidelines as may be issued by the
Director, NIS, or higher authority, Approval
criteria for criminal and counterintelligence
investigations will normally include the prior
thoroughness of the investigation, the existence
or not of investigative exigencies favoring
polygraph examination, the mental and physical
competence of the intended examinee, whether
or not the examinee has been interrogated, the
existence of reasonable cause to believe that the
prospective examinee has knowledge of relevant
matters (not involving his or her own intent),
and, in the case of an examinee who is a victim
or witness, the existence of question relating to
such examinee’s veracity.

A) d. Approval criteria for exculpatory poly-
graphs will normally include the voluntariness
of the subject’s request, with particular scrutiny
when the request has been suggested or
otherwise instigated by a third party.

7. Request for Polygraph Assistance

R) a. All naval commands are authorized to
request polygraph examinations.

A) b. Elements of the NIS, exercising
independent initiatives in the conduct of
authorized investigations, shall submit requests
for polygraph examinations under such
regulations as the Director, NI S may establish
consistent with paragraph 8 below.

c. Exculpatory polygraph requests may be (A
made by an accused at courts-martial. Such
requests must be in writing and must be signed
by the accused or trial or appellate counsel, as
appropriate, and endorsed by the convening
authority, the convening authority’s staff judge
advocate, Senior Trial Counsel, or Appellate
Government Counsel for forwarding as described
in 7d below.

d. Each request will be submitted in writing (R
to the nearest jurisdictionally responsible
NIS/CID component for forwarding to the
appropriate Headquarters for approval. To the
extent possible, each request will contain the
following information:

(1) Full identifying data of person to be
examined.

(2] A copy of the report of investigation
and/or a summary of the pertinent facts, to
include the date, place and nature of the
offense/matter.

(3) Reason the examination is deemed
essential.

(4) Whether or not the examinee has
been tried or received Article 15 punishment for
the offense/matter concerned.

(5) Whether or not charges of any kind
have been preferred against the examinee.

(6) Whether or not the examinee has
requested or otherwise indicated consent to
polygraph examination.

(A

(7) Whether or not the examinee is (A
known to be represented by legal counsel, and
if so, the location of counsel if known.

(S) Any other facts which should be
considered.
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A) 8. Polygraph Examinations May Be
Authorized Only in the Following Cases
as Specified by Enclosures (1) and (2)

A) a. To assist in an investigation involving a
crime punishable under federal law, including the
Uniform Code of Military Justice, by death or
confinement of one year or more.

A) b. To assist in determining the initial and
continuing eligibility of Navy civilian, military and
contractor personnel for access to specifically
designated classified information protected within
special access programs. Refer to paragraph
D 12b of enclosure (1) for specific conditions and
limitations.

A) c. To assist in investigations of unauthorized
disclosure of classified information.

A) d. To assist in an investigation of alleged acts
of espionage, sabotage or terrorism.

A) e. To assist in determining the initial eligi-
bility of foreign nationals for access to classified
information and aperiodically thereafter to ensure
such access is clearly consistent with the interests
of national security.

A) f. To resolve serious credible derogatory
information, with the consent of the examinee,
developed in connection with a personnel
security investigation of DOD civilian, military or
contractor personnel, that cannot be resolved in
any other manner.

A) g. To determine interim eligibility of DOD
civilian, military and contractor personnel for
access to Special Compartmented Information
(SCI) when operational exigencies require the
person’s services prior to completion of a
background investigation.

A) h. To determine the suitability, reliability or
credibility of personnel used as, proposed for use
as, or who purport to be, agents, sources or
operatives in foreign intelligence or counter-
intelligence activities.

i. Upon request by the subject of a criminal, (A
counterintelligence or personnel security inves-
tigation as a means of exculpation. This request
must be free from pressure or coercion, whether
express or implied.

j. To provide polygraph assistance to other (A
DOD/non-DOD entities consistent with the use
of polygraph as specified by enclosures (1)
and (2).

9. Required Polygraph Examinations. (A
Although no polygraphs will be administered
without the consent of the examinee, there are
certain positions which require polygraph
examination of incumbents. Persons will not be
assigned to or retained in such positions absent
their consent to such examination. Enclosures
(1) and (2) provide for an interim and aperiodic
basis for:

a. Navy civilian, military or contractor (A
personnel employed, assigned or detailed for
duty with the National Security Agency (NSA) to
assist in determining their eligibility for initial or
continued access to sensitive cryptologic
information.

b. Navy civilian and military personnel to (A
determine eligibility for assignment or detail to
the Central Intelligence Agency (CIA) positions
where polygraph examinations are required by
CIA.

c. Navy civilian, military and contractor (A
personnel to determine eligibility for employment
or assignment to the Defense Intelligence Agency
(DIA) in critical intelligence positions.

d. Navy and Marine Corps civilian and (A
military personnel to determine suitability for
assignment to duties as DOD polygraph
examiners. This examination shall be given prior
to the beginning of the polygraph examiner
course of instruction.
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A) 10. Counterinterintelligence Scope Polygraphs.
All counterintelligence scope polygraph exami-
nations administered within the DON will be
conducted by the NIS following current DOD
guidelines,

11. Supervision and Review of Polygraph
Examinations

R) a. All polygraph examinations conducted by
NIS will be supervised by a certified supervisory
polygraph official designated by the Director,
NIS, to exercise professional and technical
supervision over NIS polygraph examiners. The
reported results of each NIS polygraph exami-
nation is reviewed by a supervisory polygraph
official before examination results are considered
final.

R) b. All polygraph examinations conducted by
the USMC will be supervised by a certified
supervisory polygraph official designated by the
Commandant of the Marine Corps to exercise
professional and technical supervision over
USMC CID and CI polygraph examiners when
the latter are conducting examinations under the
provisions of reference (b).

12. Dissemination of Polygraph Examination
Results

a. Results of polygraph examinations may be
made available within the DON to officials
charged with responsibility for security, law
enforcement or the administration of criminal

justice.

b. Polygraph examination results will not be
made available outside the DON except to:

R) (1) Officials of the DOD charged with
responsibilities for security, law enforcement or
the administration of criminal justice, including
DOD members of the National Foreign
Intelligence Board (NFIB).

(2) Appropriate Federal, State and local
law enforcement officials, outside DOD, where

the polygraph examination reveals a possible
violation of federal or state criminal law by the
examinee. Under reference (c) and (d), an
accounting shall be maintained of the date,
nature and purpose of disclosure and the name
and address of the person or agency to which
the disclosure is made.

‘4

(3) Appropriate intelligence community (R
officials who are reasonably believed to have a
need for examination results for the performance
of their duties. Under reference (c), an
accounting shall be maintained of the date,
nature and purpose of disclosure and the name
and address of the person or agency to which
the disclosure is made.

(4) To the person examined or legal (R
counsel for the person examined, upon request
(subject to the provisions for safeguarding
classified defense information),

13. Training and Supervision of Polygraph
Examiners

a. Training
—

(1) All candidates for the position of (R
polygraph examiner within the DON shall be
required to successfully complete the Polygraph
Examiner Training Course at the DOD Polygraph
Institute, Fort McClellan, Alabama.

(2) Each candidate must serve a proba-
tionary period of not less than six months, nor
more than one year, following completion of the
Polygraph Examiner Training Course. During this
period, he/she will be directly supervised and
required to demonstrate proficiency in the use of
the polygraph by conducting at least 25 poly-
graph examinations under the supervision of a
certified polygraph examiner.

(3) All NIS, USMC (CID) and (CI) (R

polygraph examiners will attend an approved
polygraph examiners’ refresher course or seminar
at least every two years.
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b. Certification of Examiners within the
DON

(1) The Director, NIS, is the sole

authority in the Navy for certifying that NIS

polygraph examiners are qualified and competent
to conduct polygraph examinations.

R) (2) The Commandant of the Marine
v Corps is the sole authority in the Marine Corps

for certifying that CID and CI examiners are
qualified and competent to conduct polygraph
examinations.

c. Supervision of Polygraph Examiners

R) (1) The Director, NIS will ensure that
each NIS polygraph examiner conducting
examinations receives professional and technical
supervision by a fully qualified and experienced
certified examiner.

R) (2) The Commandant of the Marine
Corps will assure that each CID and CI
polygraph examiner conducting examinations
receives professional and technical supervision by

a fully qualified and experienced certified
examiner.

d. Minimum Requirements to Maintain
Certification

(1) Certified examiners must exercise
their technical skills regularly and conduct a
minimum of 18 polygraph examinations
semiannually. The certification of those who fail
to do so will be promptly suspended and
reinstated only after suitable refresher training
and/or demonstration of an acceptable standard
of proficiency, as may be determined by the
appropriate official designated in paragraph 13b
above.

R) (2) Polygraph specialists who are desig-
nated by the Director, NIS, or the Commandant
of the Marine Corps, as appropriate, to direct
and supervise other examiners and are respon-
sible for the proficiency of such examiners, are
exempt from the above requirement.

14. Polygraph Research and Studies. Within (R
the DON, the acquisition and use of experi-
mental equipment and the conduct of research
studies shall be done per enclosures (1) and (2)
and under the direction and supervision of the
Director, NIS, or the Commandant of the
Marine Corps, as appropriate.

15. Action

a. Use of the polygraph technique, except as
authorized by reference (a) and enclosures (1)
and (2), is prohibited.

b. The Director, NIS, will submit to the
Deputy Under Secretary of Defense for Policy,
semiannually as of 31 March and 30 September,
before 15 April and 15 October, a report of

polygraph activity in the Navy and Marine Corps
as specified in enclosures (1) and (2).

16. Report. Symbol DD-POL(SA) 1361(5520) is
assigned to the reporting requirement contained
in paragraph 15b and is approved for three years
from the date of this directive.

H. LAWRENCE GARRETT, 111
Secretary of the Navy

Distribution:
SNDL Parts 1 and 2
Marine Corps Codes H and I
Marine Corps 8701/8702 (1)

Commander
Naval Data Automation Command
(Code 813)
Washington Navy Yard
Washington, DC 20374-1662 (280 copies)

Stocked:
CO, NAVPUBFORMCEN
5801 Tabor Avenue
Philadelphia, PA 19120-5099 (500 copies)
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Department of Defense

DIRECTIVE
SECNAVINST 5520.4B

z /UJG 1989

December 24, 1984
NUMBER 5210.48

SUBJECT: DoD Polygraph Program USD(P)

References: (a) DoD Directive 5210.48, “Polygraph Examinations and Examiners,”

October 6, 1975 (hereby canceled)

(b) DoD 5025. I-M, “DoD Directives System Procedures,” April 1981,
authorized by DoD Directive 5025.1, “Department of Defense

Directives System,” October 16, 1980
(c) DoD Directive 5400.11, “Department of Defense Privacy Program,”

June 9, 1982

(d) Title 10, United States Code, Sections 801-940, Uniform Code

of Military Justice, Article 31.b.

(e) Execut~ve Order 12356, “National Security Information,”

April 2, 1982
(f) DoD 5200.1-R, “Information Security Program

Regulation,” August 1982, authorized by DoD Directive 5200.1,
“DoD Information Security Program,” June 7, 1982

A. REISSUANCE AND PUkPOSE

This Directive:

1. Reissues reference (a) to update policy governing the use of the

polygraph within the Department of Defense, including the selection, training,
and supervision of polygraph examiners; the procurement and testing of
equipment; and the reporting of data related to polygraph activities.

2. Authorizes the issuance of DoD 521O.48-R, “DoJ) polygraph program,”

consistent with reference (b).

B. APPLICABILITY AND SCOPE

1. This Directive applies to the Office of the Secretary of Defense, the

Military Departments, the Organization of the Joint Chiefs of Staff, the Unified
and Specified Commands, and the Defense Agencies (hereafter referred to collectively
as “DoD Components”).

2. It applies to DoD polygraph examinations that involve DoD contractor

personnel and other persons who are affiliated with the Department of Defense.

Enclosure (1)



c. POLICY

It is DoD policy to administer polygraph examinations only as authorized,
and in the manner prescribed, by this Directive and DoD 521O.48-R. DoD
Components shall ensure that, in implementing this Directive and DoD 521O.48-R,
adequate safeguards are provided for the protection of the rights and privacy
of individuals considered for or subjected to polygraph examination.

D. PROCEDURES

1. The polygraph shall be employed only when the person to be examined has
consented to the examination. This consent must be in writing, unless the
examination is being administered for purposes described in paragraph D.12.h.,
below.

2. The individual being considered for polygraph examination shall be
given timely notification of the date, time, and place of the examination as ?

well as his or her right to obtain and consult with legal counsel. Legal counsel
may be available for consultation during the polygraph examination.

3. Individuals to be examined in examinations other than those conducted
under the provisions of paragraphs D.12.e. and h., below, shall, before admin-
istering of the polygraph examination, be advised of their privilege against
self-incrimination. The examinee may, upon his or her own volition, or upon
advice of legal counsel, terminate the polygraph examination at any time.

4. No relevant question may be asked during the polygraph examination that
has not been reviewed with the examinee before the examination. Moreover, all
questions asked concerning the matter at issue, other than technical questions
necessary to the polygraph technique, must have a special relevance to the
subject of the inquiry. The probing of a person’s thoughts or beliefs and
questions about conduct that has no security implication or is not directly
relevant to an investigation are prohibited (such as religious beliefs and
affiliations, beliefs and opinions regarding racial matters, and political
beliefs and affiliations of a lawful nature).

5. When use of the polygraph is authorized pursuant to paragraphs
D.12.b.,c., and g., or D.13.c., below, technical questions utilized in such
examinations shall be constructed to avoid embarrassing, degrading, or un-
necessarily intrusive questions. Additionally, except for polygraph examina-
tions conducted under the provisions of paragraph D.13.a. of this Directive,
all technical questions to be used during such examinations must be reviewed
with the examinee before being posed to him or her for response.

6. Polygraph examinations shall be considered as supplementary to, not as
a substitute for, other forms of investigation that may be required under the
circumstances. Moreover, no adverse action will be taken solely on the basis
of a polygraph examination chart that indicates deception, except as provided
in subsection D.9., below.

7. Applicants for employment, assignment, or detail to positions requir-
ing access to specifically designated information in special access programs,
assignment or detail to the Central Intelligence Agency, employment in and

2
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assignmentor detail to criticalintelligencepositionsin the Defense
IntelligenceAgency, or employmentin and assignmentor detail to the National
SecurityAgency; (NSA),who refuse to take a polygraphexaminationshall not
be selectedor assigned.

8. Personswho refuse to take a polygraphexaminationin connection
with determiningtheir continuedeligibilityfor access to specificallydesig-
nated informationin specialaccessprograms,in accordancewith paragraph
D.12.b., below, to include incumbentsof positionssubsequentlydeterminedto
requiresuch access, may be denied access to the classified information in
question, provided, however, that, with the exception of the NSA, the DoD Com-
ponent concernedshall ensure that such person is retained in a position
of equal pay and grade that does not require such access, or arrange like
employment for such individual at another DoD Component.

9. When deception is indicated by the examiner’s interpretation of poly-
graph charts in polygraph examinations conducted under the provisions of
paragraphs D.12.b. and D.13.c. , below, indepth interview of the subject will be
undertaken by the examiner, immediately following the running of the chart, to
resolve any indication of deception. If an indication of deception cannot be
resolved through such means, the subject will be so advised and the results of
the examination forwarded to the requesting agency. If, after reviewing the
polygraph examination results, the requesting agency determines that they
raise significant question relevant to the subject’s clearance or access
status, the subject shall be given an opportunity to undergo additional
examination by the examining agency, using the same or a different examiner.
If such additional examination is not sufficient to resolve the matter, a
comprehensive investigation of the subject shall be undertaken, utilizing the
results of the polygraph examination as an investigative lead. If such in-
vestigation develops no derogatory information upon which an adverse action
independently may be based, no such action shall be permitted, unless approved
by an authority designated in subsection G.1., below, in specific cases, based
upon his or her written finding that the information in question is of such
extreme sensitivity that access under the circumstances poses an unacceptable
risk to the national security.

10. Adverse action shall not be taken against a person for refusal to
take a polygraph examination in criminal or unauthorized disclosure cases.

11. A refusal to consent to a polygraph examination shall not be recorded
in the person’s personnel file or any investigative file, nor shall a
person’s supervisor, and in the case of a contractor employee, the person’s
employer, be informed of the refusal, unless such actions are necessary in
support of action to be taken under the provisions of subsection D.8., above.
Refusal to take a polygraphexaminationshall be given the full privacy pro-
tectionprovidedfor in DoD Directive5400.11 (reference(c)).

12. Polygraph examinations may be authorized only for the following
purposes:

a. To supplement the investigation of a crime involving an offense
punishable under Federal law, including the Uniform Code of Military Justice

(reference (d)), by death or confinement for a term of 1 year or more.
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b. To assist in determining the initial eligibility and aperiodically
thereafter, on a random basis, to assist in determining the continued eligibility
of DoD civilian, military, and contractor personnel for access to specifically
designated information protected within special access programs, established
under E.O. 12356 (reference (e)) and DoD 5200.1-R (reference (f)). Any use
of the polygraph for such purpose shall have the prior approval of the Deputy
Under Secretary of Defense for Policy (DUSD(P)), and be based upon the request
of the head of the DoD Component concerned, who shall certify in writing that
unauthorized disclosure of the information in question could reasonably be
expected to: (1) jeopardize human life or safety; (2) result in the loss of
unique or uniquely productive intelligence sources or methods vital to U.S.
security; or (3) would compromise technologies, plans, or procedures Vital to
the strategic advantage of the United States. The scope of any polygraph
examination administered for such purpose shall be limited to the counter-
intelligence topics prescribed in Appendix B of DoD 521O.48-R.

c. To supplement the investigation of an alleged unauthorized
disclosure of classified information.

d. To supplement the investigation of alleged acts of espionage,
sabotage, or terrorism.

e. To assist in determining the initial eligibility of foreign
nationals for access to classified information and aperiodically thereafter to
ensure access to classified information is clearly consistent with the interests
of national security.

f. To resolve serious credible derogatory information, with the
consent of the examinee, developed in connection with a personnel security
investigation of DoD civilian, military, or contractor personnel, that cannot be
resolved in any other manner.

g“ To assist, in a limited number of cases when operational exigencies
require the immediate utilization of a person’s services before the completion
of a background investigation in determining the interim eligibility of DoD
civilian, military, and contractor pesonnel for access to Sensitive Compart-
mented Information (SCI). In this instance, the scope of the polygraph examina-
tion shall be limited to the counterintelligence topics prescribed in Appendix B
of DoD 521O.48-R.

h. To determine the suitability, reliability, or credibility of per-
sonnel who are used as, proposed for use as, or who purport to be, agents,
sources, or operatives in foreign intelligence or counterintelligence
activities.

i. When requested by the subject of a criminal, counterintelligence,
or personnel security investigation, as a means of exculpation, with respect to
allegations or evidence arising in the course of such investigation; or

& To provide polygraph service or support to entities other than DoD
Components, provided the use of the polygraph in such instances is consistent
with this Directive and DoD 521O.48-R, and has been approved by the DUSD(P), or
his designee, the Director, Counterintelligence and Investigative Programs,
Office of the DUSD(P).
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13. Polygraphexaminationsshall be requiredon an interimand aperiodic
basis for:

a. DoD civilian,military,contractor,and General ServiceAdmini-
strationpersonnel,to assist in determiningtheir eligibilityfor initialor
continuedemployment,assignment,or detail for duty with the NSA in activities
that requireaccess to sensitivecryptologicinformation,or to spaces where
sensitivecryptologicinformationis produced,processed,or stored. When
militarypersonnelare assignedor detailed for duty with NSA, the scope of
such examinationsshall be limited to the counterintelligencetopics prescribed
in AppendixB of DoD 521O.48-R.

b. DoD civilianand militarypersonnel,to assist in determiningtheir
eligibilityfor assignmentor detail to the Central IntelligenceAgency (CIA)
in positionswhere polygraphexaminationsare requiredby the CIA; or

c. DoD civilian,military,and contractorpersonnel,to assist in deter-
mining their eligibilityfor employmentwith or assignmentto the Defense
IntelligenceAgency (DIA) in positionsthat have been designatedby the
Director,DIA, as criticalintelligencepositions~ providedthat the scope Of
such examinationsshall be limitedto the counterintelligencetopics prescribed
in AppendixB of DoD 521O.48-R.

E. RESPONSIBILITIES

1. The Deputy Under Secretaryof Defense for Policy shall have overall
responsibilityfor the DoD PolygraphProgram,and shall:

a. Establishpolicies and proceduresfor the DoD PolygraphProgram.

b. Approve use of the polygraphpursuant to paragraphD.12.b., above,
and monitor such use as may be appropriateto ensure compliancewith this
Directive.

c. Coordinatewith the InspectorGeneral,Departmentof Defense (IG,
DoD), all matters concerninguse of the polygraph in connectionwith the in-
vestigationof criminaloffenses.

d. Issue and maintainDoD 521O.48-Rconsistentwith the provisionsof
DoD 5025.1-M (reference(b)).

e. Conduct an active oversight program to ensure compliance with the
requirements of the DoD Polygraph Program.

f. Authorize use of the polygraph within the Office of the Secretary
of Defense, the Organization of the Joint Chiefs of Staff, and Defense Agencies
other than those identified in subsection E.3., below, and when use of the
polygraphis contemplatedfor more than one DoD Component.

8“ Ensure throughappropriatemeans that the number of persons to whom
polygraphexaminationsare administeredpursuant to subsectionsD.8. and 9.;
paragraphsD.12.b., e., and g; and paragraphD.13.c. does not exceed 3,500.

5
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2. The Inspector General, Department of Defense; the Secretaries of the
Military Departments; and the Directors of the National Security Agency/Chiefl
Central Security Service (CSS), Defense Intelligence Agency, and Defense
Investigative Service (DIS) shall:

a. Authorize use of polygraph examinations within their respective
areas of responsibility. In this regard, the authority of the Director, DIS,
and the IG, DoD, is as follows:

(1) The Director, DIS, may authorize use of the polygraph only with
respect to the following categories of personnel:

(a) Personnel of DIS.
.

(b) Foreign nationals and immigrant aliens (in the continental
United States) when polygraph examination is necessary to complete the overseas
portion of a persomel security investigation.

(c) DoD civilian, ❑ilitary, and contractor personnel of DoD
Components, to resolve credible derogatory information developed during the
course of a personnel security investigation undertaken to determine the
eligibility of such personnel for access to classified information other than
SCI.

(d) DoD contractor personnel who require access to speci-
fically designated special access program information, provided that such
examinations shall be limited to the counterintelligenceareas prescribed in
Appendix B of DoD 521O.48-R.

(2) The IG, DoD, may authorize use of the polygraph only with re-
spect to the following categories of personnel:

(a) Personnel of the IG, DoD.

(b) Other DoD civilian, military, and contractor personnel when
such personnel are involved in a criminal or other case being investigatedby
the IG, DoD, and covered by this Directive and DoD 521O.48-R.

b. Delegate authority to authorize polygraph examinations to no lower
level than the heads of security and investigative agencies, or their specific
designees. The number of persons delegated authority under this paragraph
shall be held to the minimum required to meet operational needs.

c. Submit semiannual reports to the DUSD(P) as of December 31 and June
30, before the 30th day of January and July respectively, on polygraph activ-
ities in the format provided in Appendix A of DoD 521O.48-R.

—.-

3. The Coauaandersof the U.S. Army Criminal Investigation Counnandand the
U.S. Army Intelligence and Security Command; the Heads of the U.S. Naval
Investigative Service, the U.S. Marine Corps Law Enforcement Section, and the
U.S. Air Force Office of Special Investigations; the U.S. Air Force Assistant
Chief of Staff, Intelligence; the Directors for the National Security Agency/
Chief, Central Security Service, Defense Intelligence Agency, and Defense
Investigative Service; and the Chief, Office of Investigations, IG, DoD,
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are the only DoD officials whose activities are authorized to conduct polygraph
examinations, acquire or possess polygraph equipment, or to have polygraph
examiners.

4. Heads of DoD Componentsthat do not have a polygraphcapability,or
their designees,may requestpolygraphsupport from activitiesidentifiedin
subsection-E.3. Such requestsshall substantiatethat the requestedpolygraph
examinationis consistentwith the provisionsof this Directiveand DoD
521O.48-R.

5. The Secretaryof the Army or his designee,shall establishand manage
trainingprograms for DoD polygra~hexaminers,except that the Director,NSA/
Chief, CSS, may approvealternativecoursesfor trainingof NSA/CSS polygraph
examiners. Any other trainingprogramsmust be approvedby the DUSD(P).

F. APPEALS

Adverse actions taken as a consequence
Directive and DoD 5210.48-R are appealable
personnel or security appeals procedures.

G. WAIVERS AND EXCEPTIONS

1. Exceptionsunder the provisionsof

of procedures authorized by this
in accordance with applicable

subsectionD.9. must be personally
approved by one of the Secretaries of the Military Departments or the Director,
NSA, for their respective components, or the Secretary or Deputy Secretary of
Defense for other DoD Components.

2. Except as provided in subsection G.I., above, the DUSD(P), or his
designee, the Director, Counterintelligence and Investigative Programs, Office
of the DUSD(P), are the only officialsauthorizedto approvewaivers or excep-
tions to the provisionsof this Directiveor DoD 521O.48-R.

H. INFORMATION REQUIREMENTS

The reportingrequirementin paragraphE.3.c. has been assignedReports
ControlSymbolDD-POL(SA)1361. For the purposes of this requirement,a poly-
graph examinationis consideredto have occurredwhen at least one of the
testingphases defined in DoD 521O.48-Rhas been initiated.

7
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I. EFFECTIVE DATE AND IMPLEMENTATION

Under the provisions of Section 1016(a), Omnibus Defense Authorization Act
of 1985* authority to expand use of the polygraph in DoD beyond that authorized
by DoD Directive 5210.48 (reference (a)) has been limited to a test program,
involving not more than 3$500 persons to be conducted during Fiscal Year 1985.
Accordingly, authority to implement the following paragraphs of this Directive
is limited to the congressionallymandated test that will expire September 30,
1985, unless extended by the Secretary of Defense in coordination with the
United States Congress (see subsections D.8. and 9.; paragraphs D.12.b., e.
and g.; paragraph D.13.c.; and paragraph E.1.g.).

This Directive is effective immediately. Forward twc copies of implementing
documents to the Under Secretary of Defense for Policy within 120 days.

..&i2i5L#Gzz&_ ...
William H. Taft, IV
Deputy Secretary of Defense

I
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FOREWORD

This Regulation is issued under the authority of DoD Directive
5210.48, “DoD Polygraph Program,” t)ecember 24, 1984. Its
purpose is to provide guidance and establish controli- governing
the use of the polygraph to ensure an equitable balance
between the need of the Government to secure and verify
investigative information and the recognition and preservation
of the rights of the individual. It specifies the circumstances
under which the polygraph ma,y or shall be used, prescribes
procedures for conducting polygraph examinations and establishes
standards for the selection, training and supervision of DoD
polygraph examiners.

This Regulation applies to the Office of the Secretary of
Defense (OSD), the Military Departments, the Organization of
the Joint Chiefs of Staff, the Unified and Specified Commands,
and the Defense Agencies (hereafter referred to collectively
as “DoD Components”).

The provisions of this Regulation also apply when DoD polygraph
examinations involve contractor personnel and any other person
affiliated with the Department of Defense.

This Regulation is effective immediately and is mandatory for
use by all DoD Components.

Send recommended changes to this Regulation through channels
to :

—-- --
Director
Counterintelligence and

Investigative Programs
Room 3C260, -The-Pentagon
Washington, D.C. 20301-2200

..

DoD Components may obtain copies of this Regulation through
their own publication channels. Other federal agencies and-
the public may obtain copies from the U.S. Department of

. Commerce, National Technical Information Service, 5288 Port
Royal Road, Springfield, Virginia 22161.

Richa
General
Deputy

i “
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DEFINITIONS

1. Adverse Action. As defined in paragraph 11301,DoD 5200.2-R (reference (d)),
if taken as a result of an unfavorable personnel security determination.

2. Counterintelligence. Informationgatheredand activitiesconductedto
protect against espionageand other clandestineintelligenceactivities,
sabotage,internationalterroristactivities,or assassinationsconductedfor—
or on behalf of foreignpowers, organizations,or persons.

3. CryptographicInformation. All informationsignificantlydescriptiveof
cryptographictechniquesand processesor of cryptographicsystemsand equipment,
or their functionsand capabilities,and all cryptomaterial.
descriptive”

(“Significantly
means that the informationcould, if made known to unauthorized

persons,permit recoveryof specific cryptographic features Of classified
crypto-equipment, reveal weaknesses of associated equipment that would allow
recoveryof plain text or of key, aid materially in the cryptanalysts of a
general or specific cryptosystern, or lead to the cryptanalysts of an individual
❑essage, command, or authentication.)

4. CryptologicInformation. Informationpertainingto the productionof
signals intelligenceand maintenanceof communicationssecurity.

5. Foreign Intelligence. Informationrelatingto the capabilities,intentions,
and activitiesof foreignpowe=~ organizations?Or persons=

6. Foreign Nationals. All persons not citizensof, not nationalsof, nor
immigrantaliens to, the United States.

7. PolygraphExamination. Includes questioning and other processing of an
examinee before the actual use of the polygraph instrument; the use of a
polygraph instrumentwith respect to such examinee;and any questioningor
other processing involvingthe examineeafter the use of the polygraph.
Specifically,examinationsconsist of three phases:

a. Pretest. The pretestphase includes:

(1) ‘me examiner being introduced and obtaining assurance that the
person to be examinedhas consentedto take the examination.

(2) The examineebeing informedof the nature and characteristics
of the polygraph instrumentand examination...

(3) The examineebeing informedof his or her privilegeagainst
self-incriminationin accordancewith the Fifth Amendmentto the Constitution,
or if the person to be examined is a member of the U.S. Armed Forces, in accord-“
ante with Article 31.b. of the Uniform Code of MilitaryJustice (reference(a));

(4) The examineebeing informedof his o,rher right to obtain and
consultwith legal counsel.

iv
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t (5) The examiner reviewingwith the examineeall questions to be

asked during the test.
.

b. In-test. The actual administeringof the examinationand analysisof
the charts.

c. Post-test. Interrogationof the examinee,ifthe charts are analyzed
as deceptiveor inconclusive.

8. PolygraphExaminationResults. A synopsisof the polygraphexamination
that normally includesa brief identificationand backgroundinformation,the
relevantquestionsasked, the subject’sanswers,the examiner’sopinions
concerningthe indicationof truthfulnessor-deception,and any admissions
made by the examinee during the examination.

9. PolygraphExaminationTechnicalReport. The completedetailed technical
report preparedby the polygraphexaminerincludingpretest preparations,the
examiner’snotes, examinationcharts,and other technicaldetails of the
polygraphexamination.

10. Polygraph Instrument. A diagnosticinstrumentcapable of measuring and
recording,as a ❑inimum, respiration,electroderhal,blood volume, and heart
rate responsesto verbal and or visual stimuli.

11. RelevantQuestion. A polygraphquestionpertainingdirectly to the
matter under investigationfor which the examinee is being tested.

12. TechnicalQuestions. Refers to any of the following:

a. Control Question. A questionused during polygraph examinations
which, althoughnot relevantto the matter under investigation,is designed to
be used as a baseline againstwhich responsesrelevantto the investigation
may be evaluated.

b. Irrelevantor Neutral Question. A polygraphquestion about which the
examineenormallywould tell the truth. It does not pertain to the matter
under investigationand should have no apparantemotionalimpact to the
examinee.

c.“ SymptomaticQuestion. A polygraphquestiondesigned to indicatethe
possible influenceof an outside issue that could be of concern to the examinee.

13. UnfavorableAdministrativeAction. As defined in paragraph 1-323,DoD
5200.2-R (reference(d)).

14. UnfavorablePersonnelSecurityDetermination. As defined in paragraph

I-324, DoD 5200.2-R (reference (d]].

v
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CHAPTER 1
AUTHORIZEDUSES OF POLYGRAPHEXAMINATIONS

A. POLICY

1. The polygraph shall be employed within the Department of Defense only
when the person to be examined has consented to the examination. Except as
provided in this Regulation, this consent must be in writing.

2. The person being considered for polygraph examination shall be given
timely notification of the date, time, and place of the examination as well
as their right to obtain and consult with legal counsel. Legal counsel may
be available for consultation during the polygraph examination.

3. Polygraphexaminationsshall be consideredas supplementaryto, not as
a substitutefor, other forms of investigationthat may be requiredunder the

. circumstances. Moreover,no unfavorableadministrativeaction will be taken
solely on the basis of a polygraphexaminat~onchart that indicatesdeception,
except as provided in subsectionA.6., below.

●

4. Applicants for employment,assignment,or detail to positions requiring
access to specificallydesignatedinformationin specialaccessprograms;
assignmentor detail to the Central IntelligenceAgency; employment,assign-
ment, or detail to criticalintelligencepositions in the Defense Intelligence
Agency (DIA);or employment,assignment,or detail to the National Security
Agency (NSA);who refuse to take a polygraphexaminationshall not be selected
or assigned.

5. Persons who refuse to take a polygraphexaminationin connectioriwith
determiningtheir continuedeligibilityfor access to specificallydesignated
informationin specialaccess programs,in accordancewith paragraphB.2.a.,
below; or continuedemployment,assignmentor detail to a criticalintelligence
position in DIA, in accordancewith paragraphC.3., below; to include incumbents
of positions subsequentlydeterminedto requirepolygraphexaminationas a con-
dition of access’,employment,assignment,or detail;may be denied access,
emplopent, assignment, Or detail, provided that, with the exception of NSAS

the DoD Component-concerned shall ensure that such individualis retained in a
position of equal grade and pay that does not requirepolygraphexamination,
or shall arrange like employmentfor the individualat anotherDoD Component.

6. When deceptionis indicatedby the examiner’sinterpretationof polygraph
charts in polygraph examinationsconductedunder the provisionsof paragraph
B.2.a. and subsectionC.3., below, an indepth interviewof the subjectwill be
undertakenby the examinerimmediatelyfollowingthe runningof the chart, to
resolveany indicationof deception. If the indicationof deceptioncamot be
resolvedthrough such means, the subject will be so advised and the results of
the examination forwarded to the requesting agency. If, after reviewing the
polygraph examination results, the requesting agency determines that they

raise significant question relevant to the subject’s clearance or access
status, the subject shall be given an opportunity to undergo additional
examination by the examining agency, using the same or a different examiner.
If such additionalexaminationis not sufficientto resolvethe matter, a
comprehensiveinvestigationof the subject shall be undertaken,utilizing the
resultsof the polygraphexaminationas an investigativelead. If such in-
vestigationdevelopsno derogatoryinformationupon which an unfavorable

1-1
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. administrativeaction to the subjectmay be independentlybased, no such
action shall be permitted,unless approvedby an authoritydesignatedin
subsectionB.2. of Chapter 4 of this Regulation,in specificcases, based
upon his or her written findingthat the informationin question is of such
extreme sensitivitythat access under the circumstancesposes an unacceptable
risk to the national security. In such cases:

a. The determiningauthorityshall notify the subject,in writing,
that, although the investigationwhich followedthe indicationof deception
during the polygraph examinationdid not in and of itselfprovide an
independentbasis for denial of access, a determinationto deny such access to
the subject had been made, based upon the findingof the determiningauthority
that access under the circumstancesposes an unacceptablerisk to the national
security. The subject shall also be advised, in the case of a determination
❑ade by a Componentauthority,that the determinationmay be appealed to the
Secretaryof Defense. Determinationsby the Secretaryof Defense are conclusive.

b. Appeals must be filed by appellantswithin 60 days of notification
by the determiningauthority. The appeal may contain any informationwhich
the “appellantwishes the Secretaryof Defense to considerin reachinga final
determination.

c. Copies of the determinationas well as the determiningauthority’s
notificationto the subjectmay be retainedonly in the immediateoffice of
the determiningauthorityand in the securityoffice of the DoD Component
responsiblefor controllingaccess to the informationin question. This pro-
vision does not preclude use of such records in the event of litigation.

d. No notificationother than provided for in a. above, shall be
made.

7. Unfavorableadministrativeaction shall not be taken against a person
for refusal to take a polygraphexaminationin criminalor unauthorized
disclosurecases.

.

8. Polygraph examinationsadministeredby DoD polygraphexaminersshall
be conducted.only.asprescribedby this Regulationand shall be authorizedfor
use only in connectionwith the investigativecases specifiedin this chapter.

B. INVESTIGATIVECASES FOR WHICH THE POLYGRAPHMAY BE USED

1. Criminal Investigations. A polygraphexaminationmay be authorized
in a criminal investigationwhen the followingapply:

a. The crime involvesan offensepunishableunder Federal law,”
includingthe Uniform Code of Military Justice (reference(a)),by death or
confinementfor a term of 1 year or more.

b. Investigationby other means has been as thoroughas circumstances
permit.

c. The developmentof
is essential to the conductof

&

informationby means of a polygraph examination
the investigation.

1-2
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1 d. The person being consideredfor examinationhas been interviewed

and there is reasonablecause to believe that the person has knowledgeof or
was involvedin the matter under investigation.

2. Persomel SecurityInvestigations. A polygraphexaminationmay be
authorizedin connectionwith personnelsecurityinvestigationsas follows:

a. Access to SpecificallyDesignatedInformationin SpecialAccess
Programs. A polygraphexaminationmay be authorizedto assist in determining
the initialeligibility,and aperiodicallythereafter,on a randombasis, to
assist in determiningthe continuedeligibility,of DoD civilian,military,
and contractorpersonnelfor access to specificallydesignatedclassified
informationprotectedwithin specialaccessprograms,establishedunder
E.O. 12356 (referenceb)) and DoD 5200.1-R (reference(c)). Any use of the
polygraphfor such purpose shall have the prior approvalof the Deputy Under
Secretaryof Defense for Policy (DUSD(P)),and be based upon the requestof
the head of the DoD Componentconcerned,who shall certify in writing that
unauthorizeddisclosureof the informationin questioncould reasonablybe
expectedto: (1) jeopardizehuman life or saf~ty; (2) result in the 16ss of
unique or uniquelyproductiveintelligencesourcesor methods vital to U.S.
security;or (3) would compromisetechnologies,plans or proceduresvital to
the strategic advantage of-the United States. The scope of any polygraph
examinationadministeredfor such purpose shall be limited to the counter-
intelligencetopics prescribedin AppendixB of this Regulation.

b. Resolutionof CertainPersonnelSecurity Investigations

(1) The use of the polygraphmaybe authorizedto assist in
determiningthe initialeligibilityof foreignnationalswho requireaccess
to classifiedinformation.

(2) The polygraphmaybe authorizedfor use on an aperiodic
basis for foreignnationals,to ensure that continuedaccess to classified
informationis ~learlyconsistentwith the interestsof national security.

(3) The use of the polygraphmaybe authorizedforDoD civilian,
military, contractor,and other personnel,to resolve crediblederogatory
informationdweloped in connectionwith a persomel security investigation,
when such informationcauses substantialdoubt whether access or continuation
of access to classifiedinformationis clearly consistentwith the interests
of national security,and the adverse informationcamot be resolvedin any “
other manner.,.

c. Access to SensitiveCoamartmentedInformation[SCI)

(1) ExceptionalCases. The polygraphmay be authorizedfor use
in a limitednumber of cases when operationalexigenciesrequire the iannediate
utilizationof a person’s servicesbefore the cou@letionof-a backgroundin-
vestigationin determiningthe interimeligibilityof DoD civilian,military,
and contractorpersomel for access to SCI provided that, at a minimum the
followingapply:

(a) A determinationhas been made that it is necessaryand
advisablein the national interestto authorizeaccess.

1-3
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(b) The person being consideredfor access has been

interviewedin accordancewith paragraph2-306.c.of DoD 5200.2-R (reference
(d));

(c) A SpecialBackgroundInvestigation(SBI)has been
initiated.

(d) The questionsasked during the examinationare limited
to the counterintelligencetopics set forth in AppendixB of this Regulation.

(2) Authorit
+“

Authority to approve the use of the polygraph
under subparagraphB.2.c. 1) above is limitedto the DUSD(P) and the Senior
Officialsof the IntelligenceCommunity (SOICS)within the Departmentof Defense.

3. CounterintelligenceInvestigations

a. UnauthorizedDisclosures. DoD civilian,military,and contractor
personnelmay be requestedto submit to a p~lygraphexaminationin comection
with the investigation of an unauthorized disclosure of classified information,
provided that there is reasonable cause to believe that the person has knowledge
if or was involved in the unauthorizeddisclosure. No unfavorableadministra-
tive actions may be taken when persons refuse to cooperatewith polygraph
examinationsadministeredunder this provision.

b. Other CounterintelligenceInvestigations. A polygraphexamination
may be authorizedfor use in a counterintelligenceinvestigationinvolving
alleged acts of espionage,sabotage,or terrorismprovided that the following
apply:

(1) Investigationby other means has been as thoroughas
circumstances.permit.

(2) The development of information by means of a polygraph
examination is essential to the conduct of the investigation.

(3) The individualbeing consideredfor examinationhas been
interviewedand there is reasonablecause to believe that the person has
knowledgeof or was involvedin the matter under investigation.

4. Foreign Intelligenceand CounterintelligenceOperations. Polygraph
examinationmay be authorizedto determinethe suitability,reliability,or
credibilityof-persomel who are used as$ ProPosed for ‘se as$ or who Puwort
to be, agents, sources,or operativesin foreign intelligenceor counterin-
telligenceactivities. Such examinationsshall be conductedin accordance
with regulationsissuedby the heads of the DoD Componentswith prior approval
of the DUSD(P), or his designee,the Director,Counterintelligenceand Investi-
gative Programs,Office of the DUSD(P) (CI&IP,ODUSD(P)). It is not required
that consentbe obtained in writing from persons who are tQ be examinedunder
the provisionsof this subsection.

5. Exculpation. The use of the polygraphmay be authorizedfor the
purpose of exculpation,provided mat the request for SUCh ex~inat~on WaS
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initiated by the subject of a criminal, persomel security, or counterintel-
ligence investigation, and administering of the examination is considered to
be essential to a just and equitable resolution of the matter under investi-
gation.

6. Use of the PolygraphOutside the Departmentof Defense. The providing
of polygraphserviceor support to entitiesother than DoD Componentsmust
receive the prior approval of the DUSD(P), or his designee, the Director,
CI&IP, ODUSD(P). Prior approval is not required, however, when DoD personnel
are examined in connection with a criminal investigation conducted by a non-DoD
law enforcement entity or when non-DoDpersomel are subject to the Uniform
Code of MilitaryJustice (reference(a)).

c. INVESTIGATIVECASES FOR WHICH THE POLYGRAPHSHALL BE USED

1. Employment, Assignment, or Detail to NSA. Polygraphexamination
shall be requiredfor DoD civilian,military, contractor,and General Service
Administration(GSA)personnelto assist in determiningtheir eligibilityfor
initialor continuedemployment,assignment,or detail for duty with NSA in
activitiesthat requireaccess to sensitivecryptologicinformation,or to
spaceswhere sensitivecryptologicinformationis produced,processed,or
stored. In the case of militarypersonnelbeing assignedor detailed for
duty with NSA, the scope of such examinationsshall be limited to the
counterintelligencetopics prescribedin Appendix B of this Regulation.

2. Assignment or Detail for Duty with the Central Intelligence Agency (CIA).
Polygraph examinations shall be required for DoD civilian and military person-
nel, to assist in determining their eligibility for assignment or detail to CIA
in positions where CIA requires a polygraph examination.

3. Employmentor Assignmentto Critical IntelligencePositions. Poly-
graph examinationslimited to the counterintelligenceareas set forth in
AppendixB of this Regulationshall be requiredto assist in determiningthe
eligibilityof DoD civilian,military, and contractorpersonnel for initial
or continuedemploymentor assignmentto the DIA in positionsthat have been
designated@ writing by the Director,DIA, as criticalintelligencepositions.

D. LIMITATIONS

1. Any final administrativedeterminationrenderedin cases in which
polygraphexaminationis taken shall not be based solely on the resultsof an
analysisof tie polygraph charts. However, the resultsof an analysisof the
polygraphcharts may be consideredto have probativevalue in administrative
determinations. Responses to technicalquestionshave no probativevalue with
respectto the issue under investigation.

2. The results of a polygraph examinationand record of results shall be
consideredprivileged informationand shall be disseminatedonly in accordance
with subsectionB.2. of Chapter 2 of this Regulation.

3. Except as provided in subsectionsA.5., B.2.b.(1)and (2), B.2.c.,
B.4., and C. 1., 2., and 3. of this Chapter, no unfavorable administrative
actions may be taken when persons refuse to undergo polygraph examination in

L
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~comection with the provisions of this,Regulation. Refusal to undergo
polygraph examination under these provisions shall in no manner effect the “
person’s eligibility forpositions that have not been determined to require w

polygraph examination as a condition of employment, assignment, detail or
access.

4. Informationconcerninga person’s refusalto undergopolygraph
examinationshall, in all cases,be given the full privacy protectionprovided
by DoD Directive 5400.11 (reference(e)). Specifically,info~ation
concerninga person’s refusal shall not be:

a. Recorded in the person’spersonnelfile, investigativefile, or
any other file. As an exception,in criminalcases, a refusalmay be recorded
in the polygraph examinationtechnicalreportmaintainedin the headquarters
of the Component investigativeagency having jurisdictionfor the purposesof
administration,control and conductof criminalinvestigations.

b. Communicated to a person’s supervisor, and in the case of a
contractor employee, a person’s employer, uxilesssuch action is necessary in
support of action to be taken under the provisions of subsection A.5. of this
Chapter. In criminal cases, the fact of refusal to undergo polygraph
examination shall not be communicated to persons other than those directly
involved in the administration, control or conduct of criminal
investigations.

c. Permitted to effect the person’s official evaluation report or
eligibility for promotion or awards.

5. As an exceptionto 4. above, DoD Componentsauthorizedto conduct
polygraph examinationsshall provide informationconcerningrefusalto undergo
Polygraph examinationoffered in connectionwith the DoD PolygraphTest Program
to the Director, Counterintelligenceand InvestigativePrograms,ODUSD(P),for
inclusionin the report of resultsof the test program that is to be made to
Congress. The ComponentTest Program ProjectDirector shall retain a copy of “
data submittedin connectionwith the test program and shall destroy such
informationupon notificationfrom the ODUSD(P)Test ProgramProjectDirector.

L- —---:—.. -s L-- A-t–– .–—--–*
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CHAPTER 2
CONDUCT OF POLYGRAPH EXAMINATIONS

A. PROCEDURES

1. General. Polygraphexaminationsmay be conductedonly by polygraph
examinerscertified in accordancewith and under circumstancesand procedures
detailedin this Regulationor by intern examinersunder the close super-
vision of a DoD-certifiedexaminer.

2. Pretest. Before administering a polygraph examination, the polygraph
examiner shall:

a. Obtain assurancefrom the person to be examined of his or her
voluntaryconsent to the examination. In criminal,emplopent screening,

. persomel security,and counterintelligenceinvestigations>the consentmust
be in writing and shall be includedand maintained in the polygraph examination
technicalreport.

b. Ensure that the person to be examinedhas not been subjectedto
prolongedinterrogationimmediatelybefore the polygraph examination.

c. Interviewthe person to be examined. During this interview,
as a minimum, the examinee shall be informedof the following:

(1) The characteristicsand nature of the polygraph instrument
and examination,includingan explanationof the physical operationof the
instrument,the proceduresto be followedduring the examination,and all
questionsto be asked during the examination.

(2) If the polygraphexaminationarea contains a two-way mirror>
camera,or other device throughwhich the examinee can be observed and if
other devices, such as those used in conversationmonitoringor recording,
will be used simultaneouslywith the polygraph.

(3) That he or she is privilegedagainst self-incriminationunder
the Fifth Amendment to the Constitutionor, if the person to be examined is a
member of the%.S. ‘ArmedForces) under Article 31=bc~ UnifO~ Code of Military
Justice (reference(a)) and the Manual for Courts-Martial,(reference(f)).
The requirementto advise of privilegeagainst self-incriminationdoes not
apply to examinationsconductedunder the provisions of subparagraphs
B.2.b(l) and (2) and section B.A. of Ckpter 1 of this Regulation.

(4) That he or she has the right to obtain and consultwith legal
counseland that legal counselmay be availablefor consultationduring the
polygraph examination. The examinee also shall be advised that he or she
may terminatethe examinationat his or her own volition, or upon advice of
counsel,during any phase of the examination.

2-1
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‘ 3. Questions asked during PolygraphExamination

a. All questions askedconcerning the matter at issue, except for
technical questions necessary to the polygraph technique during a polygraph
examination, must be of special relevance to the subject matter of the particu-
lar investigation. Questions probing a person’s thoughts or beliefs that are
not related directly to the investigation are prohibited. Subject matters
that should not be probed include religious and racial beliefs and affiliations,
political beliefs and affiliations of a lawful nature, and opinions regarding
the constitutionality of legislative policies.

b. When use of the polygraph is authorized pursuant to subparagraphs

B.2.a. and c., and subsection B.3 and C.3, of Chapter 1 of this Regulation,
technical questions utilized in such examinationsshall be constructedto
avoid embarrassing,degradingor unneccesarilyintrusivequestions. Additionally,
except for polygraph examinationsconductedunder the provisionsof subsection
Cl. of Chapter 1 of this Regulation,all technicalquestionsto be used during ‘
such examinationsmust be reviewedwith the examineebefore being posed to him
or her for response.

c. No relevant question may be asked during the polygraph examination
that has not been reviewed with the examinee before the examination.

d. Standard question topics to be asked in comection with the use
of the polygraph for employment screening or assignment purposes, or any
modification or change to these question topics, must be approved by the
DUSD(P), or his designee, the Director, CI&IP, ODUSD(P), before implementation.
The requirementfor prior approval does not apply when it is necessaryto
modify the phrasing of an approved question topic to clarifya responsegiven -
by the examinee,provided that the substanceof the questiontopic remains
unchanged.

4. Examinee Fitness. In all cases, the examiner shall have the authority
to decline to conduct an examination or to discontinue testing when he or she “

doubts that the examinee is physically or mentally fit to be tested. In these

instances, the examination shall be discontinued or postponed until appropriate

medical, psyc~ological, or technical authorities have declared the individual

fit for testing.

B. RECORDS ADMINISTRATION

Storage and Retention1. “

a. Polygraph examinationtechnical reportsmay be filed with other
materials relating to the investigationin which the examinationwas authorized
and shall be:

(1) Retained by the examining agency in accordance with records
retention procedures established by the Archivist of the United States.

(2) Removed before granting persons outside the examining agency
access to the related materials.
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b. Polygraphexaminationresultsmay be filed with other materials
relatingto the investigationin which the examinationwas authorized.

L Additionally the following apply:

(1) Nonrecord copies of polygraph examination results shall be
destroyed within 3 months from the date of completion of the investigation in
which the polygraph examination was authorized.

(2) Record copies shall be retained in accordance with records
retention procedures established by the Archivist of the United States.

2. Dissemination

a. Except as required by law, polygraph examination technical reports
shall not be disseminated outside the Department of Defense.’Normally, these
reportsare exempted from”releaseunder the provisionsof Exemption 7 of the
Freedom of InformationAct (see DoD 5400.7-R,reference(g).

b. Results of polygraphexaminationsmay be made available to the
following:

(1) Within the Departmentof Defense, officialsresponsiblefor
persomel security,intelligence,counterintelligence,law enforcement,and
the administrationof criminaljustice. (Whena polygraph examinationis con-
ducted in comection with a personnelsecurityinvestigation,a copy of the
polygraphexaminationresultsshall be provided to the Defense Investigative
Service for inclusionin the person’s personnelsecurity investigativefile.
This copy and the copy maintainedby the examiningagency are the only
authorizedrecord copies).id

(2) Appropriatelaw enforcementofficialsoutside the Department
of Defense when the examinationhas been conductedin connectionwith the
investigationof a criminaloffense, or reveals criminalactivity on the part
of the individualexamined.

(3) TheDoD Componentauthorizingdisclosuremust comply withDoD
Directive5400.11-(reference(e)).-.

(4) The examineeor his or her legal counsel,upon request,
subjectto the provisionsfor safeguardingof classifieddefense information
(DoD 5200.1-R, reference (c)).

(5)
Board (NFIB) and
for the material

(6)
of the file.

DoD Componentmembers of the NationalForeign Intelligence
other NFIB member agencies,provided there is an official need
and the third agency limitationwill be applied.

The NationalArchives and Records Semite, GSA upon retirement
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c. POLYGRAPH INSTRUMENTPROCUREMENT,MAINTENANCE,AND STORAGE

1. Issue. Polygraph instrumentsare items of issuewithin the Department M
of Defense. Spare parts and expendablesuppliesare to be requisitioned
through authorizedprocurementchannels.

2. Authorized Items. The use of equipmentknown as lie detectingor
polygraph recordinginstrwents for operationalpurposesby DoD Componentsis
restrictedto items procured in accordancewith subsectionCl., above. All
DoD polygraph instrumentswill measure and record,at a minimum, respiration,
electrodermalresponse,blood volume, and heart rate. Except as providedin
this Regulation,the use of other equipment is prohibited.

3. Maintenance. DoD Component investigativeagenciesshall establish
procedures that include schedules for and techniquesto be used in calibration
and maintenance,to ensure proper and accurateoperationof polygraph
instruments. .

.4. Storage. Polygraph instrumentsshall be stored in secure locationsto
prevent damage or misuse by unauthorizedpersons. A notation shall be made in
examinationrecords of the serial number of the instrumentused.

D. POLYGRAPH STUDIES AND RESEARCH

1. The heads of DoD Components may, by issuance of regulations, authorize
the acquisition and use of experimental equipment to conduct research to deter-
mine the operational characteristics and reliability of the equipment.

2. The heads of DoD security and investigation activities may request the
procurement of newly developed polygraph instrwents provided that the e

“following apply:

a. The DUSD(P) is notified in advance of the procurement. .

b. The equipment has been tested under subsectionD.I., above, and
the followingapply.

--- -

(1) Equipment is electromechanically suitable.

(2) Equipment produces reliable operational results.

(3) Instructional material relating to the equipment will be made
available for inclusion in DoD service school curricula with the least possible
expense and delay.

3. The DUSD(P), or his designee, the Director, CI&IP, ODUSD(P), may authorize
the conduct of studies or research involving the use of the polygraph. DoD
Components desiring to conduct a polygraph-related study or research shall”
submit a request to the DUSD(P) that shall include:

a. Identity and qualifications of the agency or contractor who will
conduct the study or research.
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b. Estimated cost of the study or research.

c. Purpose of the study or research.

d. The dates the study or researchis to begin and end.

4. DoD Components shall advise the DUSD(P) of the results and recommend-
ations of all studies undertaken with regard to the use of the polygraph.

5. Routine statisticsor analysisof the contentsof the polygraph
materialsor reports do not constituteresearchfor the purpose of this
Regulation.

L

..
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CHAPTER 3

SELECTION. TRAINING. AND SUPERVISION OF DOD POLYGRAPH EXAMINERS

A. SELECTION

1. General. Candidatesselectedfor the position of polygraph
examinershall meet the followingminimum requirements:

. .

a. Be a U.S. citizen. -

b. Be twenty-fiveyears of age;

. Have graduatedfrom an accredited4-year college (cr equivalent)
plus 2 y~ars as an investigator with a recognized U.S. Government or other
law enforcementagency; -.

d. Be of high moral characterand so.hndemotionaltemperament,based
on a background investigation.

e. Have completeda DoD-approvedcourse of instruction;

f. Be judged suitablefor the position after taking a polygraph
examinationto ensure that he or she fully realizesthe impact of such an
examinationon persons. This examinationshall be given before the beginning
of the course of instruction.

2. Incumbents. Persons who do not ❑eet the educationalrequirementsset
forth in paragraph A.1.c., above, who previouslywere certified-as
examinersby the heads of DoD Component investigativeagenciesmay
in this capacity.

polygraph
continue

B. TRAINING

1. General
--- -

a. Under the policy guidanceof the DUSD(P), the Secretaryof the
Army shall establish and manage trainingprograms for DoD polygraph examiners,
and shall ensure that such trainingprograms are conductedby qualified
professional,.medical, or legal persomel. -

b. The ’Director,NSC/Chief,CSS may approve alternativecourses for
trainingof NSA/CSS polygraph examinersand shall provide timely advice of
such approvalsto the DUSD(P).

c. Use of any other trainingprograms shall be approvedby the DUSD(P).

d. DoD polygraph trainingprograms shall be designedto ensure that
no person be certifiedas a qualifiedpolygraph examinerwithout successfully
completingan approved course of instructionand demonstratingthe appropriate
applicationof the following:
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(1) Investigative techniques, including methods of interrogation.

(2) The basic elementsof normal, abnormal,and criminalpsychology.
4

(3) Constitutional and other legal considerations.

(4) The basic elementsof physiology.

(5) The f~ctioning of the polygraph, including its capabilities
and limitations.

(6) DoD policiesand proceduresconcerningthe use of the
polygraph.

(7) Polygraphtechniques.

(8) Question formulation and chart interpretation.

2. Probationary Period.

Before being certified as a qualified DoD polygraph examiner by the
head of the DoD Component concerned, each candidate shall serve a probationary
period under a certified examiner. This probationary period shall be no more
than 1 year nor less than 6 months following completion of the basic polygraph
examiner training course. During this time, the candidate shall be required to
demonstrate proficiency in the use of the polygraph by conducting at least 25
polygraphic examinations under the supervision of a certified polygraph
examiner. Heads of DoD Components shall ensure that polygraph examiners
obtain refresher training at least every 2 years.

c. SUPERVISION OF POLYGRAPH EXAMINERS

Heads of DoD Componentsthat have a polygraph capabilityshall establish
proceduresfor the close supervisionof polygraph examiners,and provide for
professionaland technicalreview of individualexaminertechniques,to ensure
maintenanceof proficiencystandards. These proceduresshall include the
following: _ ..

1. Certifiedexaminersshall exercise their technicalskills regularly
and conduct a minimum of 18 polygraphexaminationssemiamually. Civilianand
militarypolygraph specialistswho direct and instructexaminersand are re- “
sponsiblefor the proficiencyof examinersmay be exemptedfrom this requirement
by the head of”the DoD Componentconcernedor his designee.

2. Examinerswho fail to satisfy currentproficiencystandardsshall
have their certificatesimmediatelysuspendedor revoked.

3. Certificationssuspendedfor failure to meet minimum requirements
❑ay be reissuedafter suitablerefreshertraining,or after the examinerhas
demonstratedsatisfactorilyan acceptablestandardof proficiency,as deter-
mined by the head of the DoD Component concerned or his designee.

—
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-4. A certified polygraph supervisory off~cial shall review the record
of polygraph examination. in conjunction with other pertinent investigative
information to determine whether it is appropriate to request the examinee
to undergo a second polygraph examination. Such a request may be made when
considered appropriate, regardless of whether the person examined has made
significant admissions in connection with the investigation and regardless of
whether the results of the examination indicate unusual physiological responses.
The investigative agency may comment, as appropriate, on the polygraph examina-
tion technical report.

5. Determinationswith respectto further investigationof cases wherein
a polygraphexaminationhas been undertakenshall not be made solely by the
polygraph examiner.

6. When the results of an initial polygraph examination have been inter-
preted as “inconclusive ,“” immediate subsequent examination ❑ay be made by the
original examiner (normally within 30 days) without obtaining additional
approval from the official who initially approved the polygraph examination.

D. LIMITATIONS

1. Persons certified as DoD polygraph examiners shall not perform polygraph
examinations nor participate in polygraph-related activities in COMeCtiOn with .
nonduty-hour employment with any private or commercial polygraph firm or agency
without the approval of the head of the DoD Component concerned. The provisions
of this subsection do not apply to DoD polygraph examiners of the reserve
components, except while such examiners are on temporary or extended active
duty.

2. Polygraph examiners shall not participatein any public demonstra-
tions of the polygraph techniquethat includesa ❑ock test in which there is
an attempt to interpretthe results of the test. This does not preclude a
public demonstration of the mechanical operations of the instruinent or a “
demonstration to show the physiological changes that take place during
emotional stimulation, provided no attempt is made to interpret the changes
and no unfounded claims of application or reliability are made. Only poly-
graph examin~rs~ertified under the provisionof this Regulationmay be used
as instructors,lecturers,or demonstratorsof the polygraph.

3. Under no circumstancesshall polygraphexaminersallow themselvesto
be identifiedas other than investigativepersonnelor take any measures that
might create “a clinical appearance.

4. The polygraph instrument shall not be utilized as a psychological prop
in conductinginterrogations.

.

5. Persons who are not in sound physical or mental conditionwill not be
subjectedto a polygraph examination. Should the examineror examineehave
any doubt as to the physical or mental fitness of the examinee~the matter
shall be referred to medical authorities. An examiner shall not attempt to
make a psychologicalor physical diagnosisof an examinee.
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, 6. Polygraph examinations shall not be conducted if, in the opinion of
the polygraph ●xaminer, any of the following conditions inhibit the person’s
ability to respond. The provisions of subsection A.4., of Chapter 2 of this ~
Regulation, shall be followed if any of the following are apparent:

a. The examinee is mentally or physicallyfatigued.

b. The exarnineeis unduly emotionallyupset, intoxicated,or rendered
unfit to undergo an examinationbecause of excessiveuse of sedatives, .
stimulants,or tranquilizers. .

c. The examinee is known to be addictedto narcotics.

d. The examinee is known to have a mental disorder.

e. The examinee is experiencingphysical discomfortof significant
magnitude or appears to possess physical disabilitiesor defects that in
themselves,might cause an abnormal response.
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CHAP~R 4

. PROGRAMMANAGEMENT
L

A. IMPLEMENTATION

To ensure uniform implementation of the DoD Polygraph Program throughout
the Department of Defense, program responsibility ”shall be centralized to the
extent possible.

B. RESPONSIBILITIES .

1. The DUSD(P) shall provide guidance, oversight, and approval for policy
and procedures governing polygraph program matters within the Department of
Defense. The DUSD(P) shall coordinate with the IG, DoD, on all matters
concerning use of the polygraph in connection with the investigation of
criminal offenses.

.

2. Exceptionsunder the provisionsof subsectionA.6., of Chapter 1 of
this “Regulationshall be personallyapprovedby one of the Secretariesof the
MilitaryDepartmentsor the Director,NSA, for their respectiveComponents,or
the Secretaryor Deputy Secretaryof Defense for other DoD Co~onents.

3. Except as provided in subsectionB.2., above,
designee,the Director,CI&IP, ODUSD(P),are the only
to approve waivers or exceptionsto the provisionsof

4. Heads of DoD Componentsauthorizedto approve
shall ensure that:

a. The DoD PolygraphProgram is administered

the DUSD(P), or his
DoD officialsauthorized
this Regulation.

the use of the polygraph

within their area of
responsibility-in a mafier consistent with this Regulation.

b. A single authority within each DoD Component is assigned respon- “
sibility for administering the program.

c. Informationand
program are providedto the

c. DoD POLYGRAPHCOMMITTEE

recommendations concerning any aspect of the
DUSD(P) upon request.

There shall be establisheda DoD PolygraphComaittee.

1. There shall be a DoD Polygraph Coumitteeestablished. This Committee
shall be chairedby the Director,CI&IP, ODUSD(P), and shall be comprise-dof
policy and polygraphtechnicalrepresentativesof the IG, DoD; Secretaries
of the MilitaryDepartments;the Directors of the NSA/Chief,CSS, DIA, DIS;
and the Defense Legal ServiceAgency.

.

Representativesof other DoD Componentsmay be invitedto meet with the
Committeeon matters of particularinterestto those Components. The Comnittee
shall meet at the call of the chair or at the requestof a member agency, and
shall serve as a forum for the review and discussionof problems or issues
impactingon the DoD Polygraph Program.

4-1
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D. INFORMATIONREQUIREMENTS

1. The IG, DoD, Secretariesof the MilitaryDepartments,the Directors,
of NSA/Chief,CSS, DIA, and DIS, shall submit to the DUSD(P), semiamually as
of December 31 and June 30, a report of polygraphactivitiesin the format
prescribedby Appendix A of this Regulation.

2. This reporting requirement has been assigned Reports Control Symbol
DD-POL(SA)1361. For the purposes of this reporting requirement, a polygraph
examination is considered to have taken place when at least one of the phases
described in the definition section of this Regulation has been initiated.

E. IMPLEMENTATION REQUIREMENTS

DoD Components shall forward two copies of implementing documents to the
Deputy Under Secretary of Defense for Policy. These implementing documents
shall list by title those officials within each DoD Component who have been
delegated polygraph authority under the provisions of paragraph E.2.b. of
DoD Directive 5210.48.
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APPENDIXB
L COUNTERINTELLIGENCESCOPE.

men the SCOPeof a polygraphexaminationauthorizedUder this Regulation
is limited to co~terintelligence areas? questions posed in the course of
such examinations shall be lhited to those necessary to determine:

WHETHERTHE EXMINEE HAS:

1. Ever ●ngaged in ●spionage or sabotage against the United States.

2. Knowledge of anyone who is engaged in ●spionage or sabotageagainst
the United States.

3* Ever been approached to give or sell any classified materials to
unauthorized persons.

4. Ever given or sold any classified materials to unauthorized
persons.

5. Knowledge of anyone who has given or sold classified materials to
unauthorizedpersons. .

6. hy unauthorizedcontact with representatives of a foreign
government.

L

I

. .
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CORRECTION SHEET

SECNAVINST 5520.4B of 2 August 1989

Subj : DEPARTMENTOF THE NAVY POLYGRAPH PROGRAM

.

Enclosure (2) was inadvertently omitted from the instruction.

Attached is enclosure (2) which should be added to the instruction.

This instruction appeared in Transmittal Sheet 24-89 of 25 August 1989.
.

Distribution:

SNDL Parts 1 and 2
Marine Corps Codes l-l and I, plus

8701/8702 (1)

Commander
Naval Data Automation Command
(Code 813)
Washington Navy Yard
Washington, DC 20374-1662 (280 copies)

Stocked:

CO, NAVPUBFORMCEN

5801 Tabor Avenue
Philadelphia, PA 19120-5099 (500 copies)

0579-LD-054-5740
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